
 

 
 



 

Project Objective 
To automate the deployment of a secure WordPress hosting environment on AWS EC2 
using Ansible Roles. The project implements Infrastructure as Code (IaC) to 
automatically configure Nginx, PHP, MariaDB, WordPress, phpMyAdmin, SFTP, and 
SSL, ensuring a consistent and repeatable deployment process. 

Project Overview 
 
This project automates the deployment of a secure WordPress hosting environment on 
an AWS EC2 Linux server using Ansible Roles. It provisions and configures Nginx, PHP, 
MariaDB, WordPress, phpMyAdmin, SFTP, and SSL by following Infrastructure as Code 
(IaC) principles, ensuring a secure, scalable, and repeatable deployment process.  

Objectives 

The primary objectives of this project are to: 

●​ Automate WordPress deployment using Ansible Roles. 
●​ Deploy and configure the LEMP stack (Nginx, PHP, and MariaDB). 
●​ Create dedicated website users and directory structures. 
●​ Configure WordPress and phpMyAdmin. 
●​ Enable secure SFTP access for website management. 
●​ Secure the website with Let's Encrypt SSL certificates. 
●​ Apply Infrastructure as Code (IaC) principles for automated deployment. 
●​ Ensure a consistent, secure, and repeatable hosting environment. 

Key Features 

●​ Automated WordPress deployment using Ansible Roles 
●​ Infrastructure as Code (IaC) implementation 
●​ Nginx, PHP, and MariaDB configuration 
●​ Secure SFTP access 
●​ phpMyAdmin integration 
●​ HTTPS using Let's Encrypt SSL 
●​ Modular role-based automation 
●​ End-to-end deployment verification 

 



 

Architecture Diagram  
 

 
 
 

Technologies Used 
 

●​ AWS EC2 
●​ Ansible 
●​ Ansible Roles 
●​ Nginx 
●​ PHP 8+ 
●​ MariaDB 
●​ WordPress 
●​ phpMyAdmin 
●​ OpenSSH (SFTP) 
●​ Certbot 
●​ Let's Encrypt SSL 
●​ Git & Github 

 
 

 
 



 

Project Structure 

 

 
Task 01 - AWS Infrastructure Setup 
 
Launch AWS EC2Instance 

●​ Login to AWS Console and Open EC2 Dashboard. 
●​ Launch Amazon Linux 2023 instance. 
●​ Select t3.micro. 
●​ Create or choose an existing key pair. 
●​ Configure Security Group: SSH-22, HTTP-80, HTTPS-443. 

 



 

Connect to EC2 Instance using Putty 
●​ Login as ec2-user 

 
 
Task 02 - Ansible Installation 
 
(i) Install Ansible 
          # yum install ansible -y 
 

 
 
 



 

(ii) Verify Installation 
          # ansible --version  

 

 
Task 03 - Project Initialization 
  
(i) Create Project Directory 

 
 
(ii)Create inventory file 

 
 

(iii) Create Main Playbook  

 
 

  



 

 
Task 04 - Ansible Role Creation 
 

Initialize Ansible Role 

 
 

Step 01: Nginx Configuration 
 

 
➔​Execute Nginx Role 

 
 



 

➔​Verify Nginx service 

 
 

Step 02: Configure Nginx Virtual Host 
 

 
➔​Verify Nginx Configuration and Restart Nginx service 

 
➔​Verify Virtual Host Configuration 

 



 

Step 03: Php Configuration 
 

 
➔​Execute Php Role 

 
➔​Verify Php service 

 

 

 



 

 

Step 04: Mariadb Configuration 
 

 
➔​Execute Mariadb Role 

 
➔​Verify Mariadb service 

 
 



 

 
➔​Verify PyMysql Installation 

 
 

Step 05: WordPress Role Configuration 
➢​ Website User Management 
➢​ Website Directory Setup 
➢​ Database Configuration 

 



 

➢​ Wordpress Installation and Configuration. 
➢​ Security and Permissions. 

 
➔​Execute Wordpress Role 

 
➔​Verify Wordpress Installation 

 



 

 
➔​Verify Database Creation and Database User 

 
 

(i) Verify Wordpress Deployment 
Open the server IP address in a web browser to verify that the WordPress 
installation wizard is accessible.  
URL:  http://<EC2-Public-IP>  or  http://3.110.219.9 
 
(ii) Complete Initial Wordpress Setup 

 



 

 
➔​Verify Successful Installation 

 
➔​Login to Wordpress Dashboard 

 



 

 
➔​ Access Wordpress Dashboard 

 
 
➔​Create Personal Blog Post 

 
 
★​A personal blog post was created and published successfully through 

the Wordpress Dashboard. 
 



 

Step 06: Phpmyadmin Configuration 

 
➔​Execute Phpmyadmin Role 

 
➔​Verify Phpmyadmin Deployment 

 

Access the phpMyAdmin URL and verify that the login page is displayed 
successfully. 
URL:  http://65.1.111.213 /phpmyadmin 
 

➔​Verify Phpmyadmin Dashboardn Access 

 



 

 
 
Step 07: SFTP Configuration 

 
➔​Execute SFTP Role 

 
➔​Verify SFTP User and Permissions 

                       ↓ 
 



 

 

 
 
Domain Configuration 
 
(i) Configure DNS Records 
Configured the domain DNS settings by creating an a Record that points the 
domain name to the AWS EC2 public IP address. 
 

 
 



 

(ii) Configure Nginx Virtual Host 
Configured the Nginx virtual host file and defined the domain name using the 
server_name directive 
 

 
 
(iii) Validate and Reload Nginx Configuration 
Validated the Nginx configuration syntax and reloaded the service to apply the 
changes.. 
 

 
 
(iv) Verify Domain Access 
 

 
 
 



 

Step 08: SSL Configuration 
 

 
➔​Execute SSL Role 

 
➔​ Generate SSL Certificate Using Certbot 

 
➔​Verify SSL Certificate Files 

 
 



 

➔​Verify Configure Nginx SSL Virtual Host 
 

 
 

Task 05 - Execute Main Playbook 
 

❖​Run Complete Automation 
    # ansible-playbook -i inventory site.yml 
 

 
 



 

 

 
 
➔​Verify Running Services  

 

 
 



 

Executed the main Ansible playbook to deploy and configure the complete 
WordPress hosting environment, including Nginx, PHP, MariaDB, WordPress, 
phpMyAdmin, SFTP, Domain, and SSL configuration. 
 

➔​Verify HTTPS Website Access 

 

SFTP Credentials 

●​ Host          : mypersonalblog.duckdns.org 
●​ Username : admin 
●​ Password  : *************** 

PhpMyAdmin Credentials 

●​ URL          : http://mypersonalblog.duckdns.org/phpmyadmin 
●​ Username : wpuser 
●​ Password  : ********** 

WordPress Credentials 

●​ Admin URL : http://mypersonalblog.duckdns.org/wp-admin 
●​ Username   : admin 
●​ Password    : *************** 



 

Project Outcomes 

The following deliverables were successfully completed: 

✅ Ansible Project Initialization 

✅ Inventory Configuration 

✅ Nginx Installation and Configuration 

✅ PHP Installation and Configuration 

✅ MariaDB Installation and Database Setup 

✅ Website User Creation and Permission Management 

✅ WordPress Deployment and Configuration 

✅ phpMyAdmin Deployment and Configuration 

✅ SFTP User Configuration 

✅ Domain Integration 

✅ SSL Certificate Installation and HTTPS Enablement 

✅ Main Playbook Execution 

✅ End-to-End Verification and Validation 

 

Final Outcome 
The WordPress hosting environment was successfully deployed and automated using 
Ansible. All required services were configured correctly and verified through testing. The 
website was accessible through the configured domain name, WordPress 
administration panel was operational, phpMyAdmin was accessible for database 
management, SFTP access was successfully configured, and HTTPS encryption was 
enabled using SSL certificates. 

 



 

Skills Demonstrated 
●​ Linux System Administration 
●​ AWS EC2 
●​ Ansible Automation 
●​ Infrastructure as Code (IaC) 
●​ Nginx Web Server Configuration 
●​ MariaDB Database Administration 
●​ WordPress Deployment & Configuration 
●​ SSL/TLS Implementation 
●​ Secure File Transfer (SFTP) 
●​ System Troubleshooting 

 

Future Enhancements 
●​ Docker-based deployment 
●​ Kubernetes orchestration 
●​ Jenkins CI/CD integration 
●​ Terraform provisioning 
●​ Automated backup solution 
●​ Monitoring using Prometheus and Grafana 

 
Conclusion 
 

This project successfully demonstrated the automation of a secure WordPress hosting 
environment on AWS EC2 using Ansible Roles and Infrastructure as Code (IaC). The 
automated deployment reduced manual configuration, improved consistency, and 
simplified system management. All core components—including Nginx, PHP, MariaDB, 
WordPress, phpMyAdmin, SFTP, domain configuration, and SSL—were successfully 
deployed, configured, and validated. The project showcases practical Linux 
administration, cloud deployment, and automation skills applicable to real-world DevOps 
environments.  
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●​ AWS Documentation – https://docs.aws.amazon.com/ 
●​ Ansible Documentation – https://docs.ansible.com/ 
●​ Nginx Documentation – https://nginx.org/en/docs/ 
●​ PHP Documentation – https://www.php.net/docs.php 
●​ MariaDB Documentation – https://mariadb.com/kb/en/ 
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GitHub Repository 

Repository URL: 

          https://github.com/nandusivadas/Automated-WordPress-Deployment-with-Ansible 
 

The complete source code, configuration files, documentation, and project resources 
are available in the GitHub repository.  
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