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Project Objective

To automate the deployment of a secure WordPress hosting environment on AWS EC2
using Ansible Roles. The project implements
automatically configure Nginx, PHP, MariaDB, WordPress, phpMyAdmin, SFTP, and

SSL, ensuring a consistent and repeatable deployment process.

Project Overview

This project automates the deployment of a secure WordPress hosting environment on
an AWS EC2 Linux server using Ansible Roles. It provisions and configures Nginx, PHP,
MariaDB, WordPress, phpMyAdmin, SFTP, and SSL by following Infrastructure as Code
(laC) principles, ensuring a secure, scalable, and repeatable deployment process.

Objectives

The primary objectives of this project are to:

Automate WordPress deployment using Ansible Roles.

Deploy and configure the LEMP stack (Nginx, PHP, and MariaDB).
Create dedicated website users and directory structures.

Configure WordPress and phpMyAdmin.

Enable secure SFTP access for website management.

Secure the website with Let's Encrypt SSL certificates.

Apply Infrastructure as Code (laC) principles for automated deployment.
Ensure a consistent, secure, and repeatable hosting environment.

Key Features

Automated WordPress deployment using Ansible Roles
Infrastructure as Code (laC) implementation

Nginx, PHP, and MariaDB configuration

Secure SFTP access

phpMyAdmin integration

HTTPS using Let's Encrypt SSL

Modular role-based automation

End-to-end deployment verification

Infrastructure as Code (laC) to



Architecture Diagram
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Technologies Used

AWS EC2
Ansible

Ansible Roles
Nginx

PHP 8+

MariaDB
WordPress
phpMyAdmin
OpenSSH (SFTP)
Certbot

Let's Encrypt SSL
Git & Github



Project Structure
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Task 01 - AWS Infrastructure Setup

Launch AWS EC2Instance

e Login to AWS Console and Open EC2 Dashboard.

Launch Amazon Linux 2023 instance.

Select t3.micro.

Create or choose an existing key pair.

Configure Security Group: SSH-22, HTTP-80, HTTPS-443.
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Connect to EC2 Instance using Putty

e Login as ec2-user
ec2-user@ip-172-31-13-38:~

Task 02 - Ansible Installation

(i) Install Ansible

# yum install ansible -y

R
R
R




(ii) Verify Installation
# ansible --version

~15 a




Task 04 - Ansible Role Creation

Initialize Ansible Role




Jun
Jun
Jun

Jun 14

4 1
lines 1-19/19 (END)

1
1
1
1
1
1

(

1 1/21 (END)



Step 03: Php Configuration

PHP-FEM]

PHP F.
PHP Fas




Step 04: Mariadb Configuration

-> Execute Mariadb Role

P ec2-user@ip-172-31-13-38:~/wordpress-project a b4

- PHP-FPI




Step 05: WordPress Role Configuration
> Website User Management
> Website Directory Setup
> Database Configuration

BB ec2-user®ip-172-31-13-38~ /wordpress-project a X

ordpress/tasks/main.yml|



> Wordpress Installation and Configuration.
> Security and Permissions.

=> Verify Wordpress Installation




-> Verify Database Creation and Database User

MariaDB MariaDB Ser

Ccopyright (c) 2000, 2018, Oracle, MariaDB Corporation Bb and ot

(i) Verify Wordpress Deployment
Open the server IP address in a web browser to verify that the WordPress

installation wizard is accessible.
URL: http://<EC2-Public-IP> or http://3.110.219.9

(ii) Complete Initial Wordpress Setup

< c A Not secure  3,110.219.9/wp-admin/install.php [Col g L]

oo 3 All Bookmarks

W

Welcome to the famous five-minute WordPress installation process! Just fill in the information below and you'll

Welcome

be on your way to using the most extendable and powerful personal publishing platform in the world.
Information needed

Please provide the following information. Do not worry, you can always change these settings later,

Site Title WordPress on AWS

Username .
admin

Usernames can have only alphanumeric characters, spaces, underscores, hyphens,
periods, and the @ symbol.

Password
............... @ Show

Medium




Important: You will need this password ta log in. Please store it in a secure location.

Your Email
nandusivadas98@gmail.com

Double-check your email address before continuing.

Search engine

] Discourage search engines from indexing this site
visibility

Itis up to search engines to honor this request.

Install WordPress

-> Verify Successful Installation

Success!

WordPress has been installed. Thank you, and enjoy!

Username admin
Password Your chosen password,
Login

-> Login to Wordpress Dashboard

Username or Email Address

‘admin ‘

Password

L N N N LN N R @‘

(] Remember Me

Log

Lost your password?

+— Go to WordPress on AWS




-> Access Wordpress Dashboard

< c A Notsecure  3.110.219.9/wp-admin/ & W L -

g [ All Bookmarks

@ @& wordrressonaws Q cii+k B0+ New Howdy, admin [l

Screen Options v Help v

Dashboard

Up

A pose Welcome to WordPress!

0 Media
B Pages Learn more about the 7.0 version.
' Comments
» Appearance
K¢ Plugins . . . . . . .y
Author rich content with E Customize your entire site with n Switch up your site’s look &
. L4 .
& Users blocks and patterns block themes feel with Styles
’ Tools Block patterns are pre-configured block Design everything on your site — from the Tweak your site, or give it a whole new look!
layouts. Use them to get inspired or create header down to the footer, all using blocks Get creative — how about a new color
fetinga new pages in a flash and patterns. palette or font?
© collapse Menu Add a new page Open site editor Edit styles
Site Health Status VoA Quick Draft AV o .

-> Create Personal Blog Post

« G A Notsecure 3.110.219.9/wp-admin/post.php?post=6&action=edit % @

[ All Bokmarks

oo
88
“ = About me - Post ctrl+K savedraft [ m Publish [

Post Block X

AbOUt me £ Aboutme

Set featured image

Hello everyone,

My name is Nandu. | am passionate about learning Linux, Cloud
Computing, and DevOps technologies. | enjoy working with tools
such as Ansible, Nginx, MariaDB, PHP, and WordPress.

Status @ Draft

This website was deployed as part of my automation project using ool ——
ublisi mmediately

Ansible on AWS EC2. Through this project, | gained hands-on )
experience in server configuration, automation, and web hosting. slua aboutme

Author admin
| am continuously learning new technologies and improving my

Template Single Posts
technical skills to build a successful career inlT.

Discussion Open
Thank you for visiting my blog. Format Standard

Post

% A personal blog post was created and published successfully through
the Wordpress Dashboard.



Step 06: Phpmyadmin Configuration

-> Verify Phpmyadmin Deployment

Access the phpMyAdmin URL and verify that the login page is displayed
successfully.
URL: http://65.1.111.213 /phpmyadmin

=> Verify Phpmyadmin Dashboardn Access

« G A Notsecure 3.110.219.9/phpmyadmin/ G Y B
] 3 All Baokmarks
php
Welcome to phpMyAdmin
Language
English (United Kingdom) v

Login @

Usemname wpuser

Password: [

Login




&« c A Not secure  3.110.219.9/phpmyadmin/index.php?route=/

oo
oo

php —

—~ " Databases L] Status =} Export | [ Import
QEle0He - - e Sl

Recent Favourites

— e c S
T* information_schema
4 wordpress & Change password
= Server connection collation: & utfémb4_unicode_ci
More settings
&’ Language @ English (United Kingdom) ~
&) Theme pmahomme ~ | View all

m| Console

[or IR+ g B

[ All Bookmarks

Charsets & Engines % Plug-ins

Server: Localhost via UNIX socket

Server type: MariaDB

Server connection: SSL is not being used

Server version: 10 5 29-MariaDB - MariaDB Server
Protocol version: 10

User: wpuser@localhost

Server charset: cp1252 West European (latin1)

nginx/1.30.2

Database client version: libmysqgl - mysgind 8.5.7

PHP extension: mysqli ) curl & mbstring @ sodium
PHP version: 8.5.7

Version information: 52 3

Step 07: SFTP Configuration

=> Verify SFTP User and Permissions




nes 1-22/22 (END)

Domain Configuration

(i) Configure DNS Records
Configured the domain DNS settings
domain

by creating an a Record that points the
name to the AWS EC2 public IP address.

[C.

www.duckdns.org/domains

account

type
token

token generated
created date

success: domain myper

omains s

domain current ip

3.110.219.9

ipv6

mypersonalblog

Iblog.duckdns.org added to your account

Q & @

[ All Bookmarks

Duck DNS

nandusivadas98@gmail.com

free
681d3cab-a44c-45bf-92c2-b4985dcfd5bc
2 weeks ago

11 Jun 2026, 07:35:43

- w0

changed

0 seconds ago delete domain



(ii) Configure Nginx Virtual Host
Configured the Nginx virtual host file and defined the domain name using the
server_name directive

@ ec2-user@ip-172-31-13-38:~ fwordpress-project

g.duckdns.org;

(iii) Validate and Reload Nginx Configuration
Validated the Nginx configuration syntax and reloaded the service to apply the
changes..

(iv) Verify Domain Access

< c A Not secure  mypersonalblog.duckdns.org W ¢ Lo ]

a8 [ All Bookmarks

WordPress on AWS Sample Page

Blog

About me
Hello everyone,

My name is Nandu. | am passionate about learning Linux, Cloud Computing, and
DevOps technologies. | enjoy working with tools such as Ansible, Nginx, MariaDB,
PHP, and WordPress

This website was deployed as part of my automation project using Ansible on
AWS EC2. Through this project, | gained hands-on experience in server
configuration, automation, and web hosting

| am continuously learning new technologies and improving my technical skills to
build a successful career in IT.

Thank you for visiting my blog.

June 30, 2026




Step 08: SSL Configuration

-> Generate SSL Certificate Using Certbot




=> Verify Configure Nginx SSL Virtual Host

Task 05 - Execute Main Playbook

% Run Complete Automation
# ansible-playbook -i inventory site.yml

: Install DHD] &k kkk ko hkkd & ko dokdok & ok okok dok ok ok ok o ok ok ek ok

t DPHD-FBM] *#%3

: Install MariaDB &







Executed the main Ansible playbook to deploy and configure the complete
WordPress hosting environment, including Nginx, PHP, MariaDB, WordPress,
phpMyAdmin, SFTP, Domain, and SSL configuration.

- Verify HTTPS Website Access

<« c ®  htips://mypersonalblog.duckdns.crg < Al Mode "

@ Ask Google about this page - mypersonalblog.duckdns.org | Bookmarks

WordPress on AWS Sample Page

Blog

About me
Hello everyone,

My name is Nandu. | am passionate about learning Linux, Cloud Computing, and
DevOps technologies. | enjoy working with tools such as Ansible, Nginx, MariaDB,
PHP, and WordPress

This website was deployed as part of my automation project using Ansible on
AWS EC2. Through this project, | gained hands-on experience in server
configuration, automation, and web hosting

| am continuously learning new technologies and improving my technical skills to
build a successful career in IT.

Thank you for visiting my blog.

June 30, 2026

SFTP Credentials

e Host : mypersonalblog.duckdns.org
e Username : admin
PY Password « hkkkkkkkkkkkkkkk

PhpMyAdmin Credentials

e URL . http://mypersonalblog.duckdns.org/phpmyadmin
e Username : wpuser
PY Password *kkkkkkkkk

WordPress Credentials

e Admin URL : http://mypersonalblog.duckdns.org/wp-admin
e Username :admin
) Password *kkkkkkkkkkkkkk



Project Outcomes

The following deliverables were successfully completed:
"4 Ansible Project Initialization

"4 Inventory Configuration

"4 Nginx Installation and Configuration

{74 PHP Installation and Configuration

(74 MariaDB Installation and Database Setup

{74 Website User Creation and Permission Management
"4 WordPress Deployment and Configuration

"4 phpMyAdmin Deployment and Configuration

{74 SFTP User Configuration

{74 Domain Integration

{74 SSL Certificate Installation and HTTPS Enablement
{74 Main Playbook Execution

{74 End-to-End Verification and Validation

Final Outcome

The WordPress hosting environment was successfully deployed and automated using
Ansible. All required services were configured correctly and verified through testing. The

website was accessible through the configured domain

WordPress

administration panel was operational, phpMyAdmin was accessible for database
management, SFTP access was successfully configured, and HTTPS encryption was

enabled using SSL certificates.



Skills Demonstrated

Linux System Administration

AWS EC2

Ansible Automation

Infrastructure as Code (1aC)

Nginx Web Server Configuration
MariaDB Database Administration
WordPress Deployment & Configuration
SSL/TLS Implementation

Secure File Transfer (SFTP)

System Troubleshooting

Future Enhancements

Docker-based deployment
Kubernetes orchestration
Jenkins CI/CD integration
Terraform provisioning
Automated backup solution

Monitoring using Prometheus and Grafana

Conclusion

This project successfully demonstrated the automation of a secure WordPress hosting
environment on AWS EC2 using Ansible Roles and Infrastructure as Code (l1aC). The
automated deployment reduced manual configuration, improved consistency, and
simplified system management. All core components—including Nginx, PHP, MariaDB,
WordPress, phpMyAdmin, SFTP, domain configuration, and SSL—were successfully
deployed, configured, and validated. The project showcases practical
administration, cloud deployment, and automation skills applicable to real-world DevOps

environments.



References

AWS Documentation — https://docs.aws.amazon.com/
Ansible Documentation — https://docs.ansible.com/

Nginx Documentation — https://nginx.org/en/docs/

PHP Documentation — https://www.php.net/docs.php
MariaDB Documentation — https://mariadb.com/kb/en/
WordPress Documentation — https://developer.wordpress.org/
phpMyAdmin Documentation — https://docs.phpmyadmin.net/
Certbot Documentation — https://certbot.eff.org/docs/

Let's Encrypt Documentation — https://letsencrypt.org/docs/
Duck DNS - https://www.duckdns.org/

GitHub Repository

Repository URL.:

https://qgithub.com/nandusivadas/Automated-WordPress-Deployment-with-Ansible

The complete source code, configuration files, documentation, and project resources
are available in the GitHub repository.
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