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Introduction

The RHCE Capstone Project demonstrates the implementation of enterprise Linux
infrastructure automation using Red Hat Enterprise Linux (RHEL) and Ansible. The
project automates essential system administration tasks, including inventory
management, software installation, service configuration, user management, security,
monitoring, and load balancing. By implementing Infrastructure as Code (laC)
principles, the project provides a scalable, consistent, and efficient approach to
managing enterprise Linux environments.

Project Objective

The primary objective of this project is to design and automate an enterprise Linux
infrastructure using Ansible on Red Hat Enterprise Linux. The project demonstrates
automation through static and dynamic inventories, playbooks, reusable roles,
variables, handlers, and Jinja2 templates, enabling centralized management and
consistent configuration across multiple Linux servers.

Infrastructure Overview

The project environment consists of one Ansible Control Node and five managed
Linux servers hosted on AWS EC2. The Control Node centrally manages all servers
through Ansible over SSH, while each managed node performs a dedicated enterprise
role.

Server Purpose

Control Node Ansible Automation

Web1 - Apache Web Server
Web2 - Apache Web Server
Database - MariaDB Database Server
File Server - NFS File Server

HAProxy Load Balancer
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Architecture Diagram

The following architecture illustrates the automated enterprise Linux infrastructure
implemented in this project. The Ansible Control Node communicates with all
managed servers using SSH and executes playbooks to automate configuration and
administration tasks. Each managed node provides a specific service within the
infrastructure, including web hosting, database management, file sharing, and load
balancing.

Ansible Control Node

« Ansible Installed

« Playbooks
* Inventory

« SSH Key Authentication

[ ﬂ SSH / Ansible Automation ]

! ! ! ! l

Web1 Web2 Database File Server HAProxy
Apache Server Apache Server MariaDB Server NFS Server Load Balancer

’

Hosts website Hosts website Stores application Centralized file Distributes traffic
(Frontend) (Frontend) data storage to Web Servers
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Connect to all EC2 instances using PuTTY

Install and Confiqure the Ansible Control Node

The Ansible Control Node was configured on a Red Hat Enterprise Linux (RHEL) server
to centrally manage and automate multiple Linux servers. The system was updated,
Ansible was installed, and the installation was verified using the ansible --version
command to ensure the environment was ready for automation.

(1) Update the System ( # sudo dnf update -y )

(2) Install Ansible ( # sudo dnf install ansible-core -y )

th an entitlement s




(3) Verify the Installation ( # ansible --version )

Confiqure Hostnames and Host Resolution

Each server was assigned a unique hostname based on its role to simplify identification
and management. The /etc/hosts file was updated on all servers to enable
hostname resolution between the Ansible Control Node and managed nodes. This
allows communication using hostnames instead of IP addresses.

Hostnames Configured

Server Hostname
Control Node - control

Web Server 1 - web1

Web Server 2 - web?2
Database Server - database
File Server - fileserver
Load Balancer - haproxy

(1) Configure Hostname (Control Node)

namectl set-hostname




(2) Configure Host Resolution (/etc/hosts)

Configure Passwordless SSH Authentication

Passwordless SSH authentication was configured between the Ansible Control Node
and managed nodes to enable secure and automated remote administration. An SSH
key pair was generated on the Control Node, and the public key was copied to the
authorized_keys file of each managed node. Finally, SSH connectivity was verified
by logging into the managed node without a password.

(1) Generate SSH Key Pair

h-
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Task 1 — Ansible Automation

Step 01 : Project Initialization

The Ansible project workspace was created by setting up the main project directory and
the required folder structure. This layout helps organize inventories, playbooks, roles,
templates, variables, and other project files efficiently.

(1) Create the Project Directory




Step 02 : Create Static Inventory

A static inventory file was created to define the managed servers and organize them
into groups. Connectivity to all servers was verified using the Ansible ping module.

(i) Create the Inventory File

Step 03 : Create Dynamic Inventory

The AWS EC2 dynamic inventory plugin was configured to automatically discover EC2
instances. AWS credentials and region information were provided to enable automatic
inventory generation



Command used:
(i) Install Required Python Packages

# python3 -m pip install --user boto3 botocore
(i) Configure AWS Credentials

# mkdir ~/.aws
# vi ~/.aws/credentials
# vi ~/.aws/config

(iii) Create Dynamic Inventory Configuration

# vi inventory/aws_ec2.yml
# ansible-inventory -i inventory/aws_ec2.yml --graph

(iv) Verify Dynamic Inventory

# ansible all -i inventory/aws_ec2.yml -m ping

(i) Dynamic Inventory Configuration




(iii) Ansible Ping Verification

Step 04 : Create Ansible Roles

Ansible roles were created to organize the automation project into reusable and
modular components. Each role is responsible for configuring a specific service, making
the project easier to manage, maintain, and scale.

(1) Create Ansible Roles and Verify Created Roles




(2) Verify Project Directory Structure

Step 05 : Configure Ansible Inventory
(1) Create the Inventory File (# mkdir -p inventory )

(2) Add Managed Hosts ( # vi inventory/hosts )

(3) Verify the Inventory

rhce




Step 06: Configure User Management

The User Management role was created to automate the creation and configuration of
administrative users across all managed nodes. Using Ansible, the devops user and
group were created, sudo privileges were assigned, and SSH key authentication was
configured.

Implementation Overview

(1) Ansible Tasks for User Management (roles/users/tasks/main.yml)

Create the devops group.

Create the devops user.

Create the user's home directory.

Add the user to the wheel group.

Deploy the SSH public key for the devops user.
Verify the user account and SSH configuration.




(2) Main Playbook Including the User Management Role (site.yml)

(3) Executing the User Management playbook

(4) Verification of the created user (id devops)

(5) Verification of the SSH Public Key Configuration (authorized_keys)

The verification confirms that the . ssh directory and authorized_keys file were
successfully created for the devops user on all managed nodes.



The User Management role was successfully executed on all managed nodes.
The devops user and group were created, sudo privileges were assigned, and
the SSH public key was deployed successfully. Verification confirmed that the
user account and SSH configuration were correctly configured.

Task 02 : Web Server Setup

Step 01: Install and Configure Apache HTTP Server

Apache HTTP Server was installed and configured automatically using Ansible. The
Apache service was enabled and started, the firewall was configured to allow HTTP
access, and a sample website was deployed successfully.

Implementation Overview

Install Apache (httpd)

Enable and start Apache service

Install and enable Firewalld

Allow HTTP (port 80)

Deploy the sample website (index.html)
Restore SELinux context

Verify website access



Figure 2.1: Create the Sample HTML Webpage (index.html)

Figure 2.2: Ansible Tasks for Apache Installation, Firewalld Configuration,
and Website Deployment




Figure 2.3: Successful execution of the Apache deployment playbook

Figure 2.4: Apache HTTP Server running successfully on the managed
node.




Figure 2.5: Sample website successfully accessed through the Apache web
server.
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Apache Configured Successfully Using Ansible

‘Welcome to Web Server

Step 02: Configure Virtual Hosts

Apache Virtual Host was configured using an Ansible template to host the website from
a dedicated document root. The custom document root (/var /www/rhce) was created,
and the Virtual Host configuration was verified before deployment.

Implementation Overview

Define the custom document root and server name.
Create the custom website directory (/var/www/rhce).
Configure the Apache Virtual Host using a Jinja2 template.
Deploy the Virtual Host configuration.

Restart Apache using an Ansible handler.

Verify the configuration.

Figure 2.6: Virtual Host Variables (group_vars/all.yml)




Figure 2.7: Ansible Tasks for Virtual Host Configuration

e/tasks/main.yml
he/tasks/main.yml

tasks file for roles/apache

name: Install Apache
dnf:

name: httpd

state: present

name: Copy Website
copy:
s dex.html
dest document_root }}/index.html™

name: Configure VirtualHost
te:
sr vhost.conf.j2
dest: /etc/httpd/conf.d/rhce.conf
notify:
— Restart Apache

permanent:
state: enabled
immediate: true

name: Restore SELinux Context

[ec2—userfcontrol rhce-project]
[ec2—userfcontrol rhece-project]
<VirtualHost *:80>

vi roles/apache/templates/vhost.conf.j2
cat roles/apache/templates/vhost.conf.j2

s
5

ServerName ] r name }}

DocumentRoot {{ document rocot
<Ei:e:to:y {14 do:ument_:oot 1>
RllowOverride A1L
uire all granted
</Directory>
ErrorLog logs/{{ server name }} error.log

CustomLog logs/{{ server name }} access.log combined

tualHost>
[ec2—userfcontrol rhece-project]$ I




Figure 2.9: Generated Virtual Host Configuration

1ain.yml

Figure 2.12: Website verification
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Step 03 : Enable HTTPS (Self-Signed SSL)

HTTPS support was enabled by installing the SSL module, generating a self-signed
SSL certificate, configuring an HTTPS Virtual Host, and allowing HTTPS traffic through
the firewall.

Implementation Overview
[ ]
[ J
[ J
[}
[ ]

Figure 2.13: Ansible Tasks for HTTPS Configuration

Install the SSL module (mod_ssl).
Generate a self-signed SSL certificate.
Configure the HTTPS Virtual Host.

Allow HTTPS (port 443) through Firewalld.
Verify secure HTTPS access.




name: Create website directory

Copy Website

index.html
{{ document_ root }}/index.html™

Configure VirtualHost

vhost.conf.j2
conf.d/rhce.c

- Restart Apache
name: Configure Global ServerName

st: /etc/httpd/conf.d/servername.conf
content:
rName rhce.local

che

Configure HTTPS VirtualHost
ate:
c: ssl.conf.j2
dest: /etc/httpd/conf.d/ssl.conf
notify:
- Restart Apache

name: Install firewalld
dnf:

name: Install python3-firewall
dnf:
name: python3-firewall
state:

Open HTTP Port
posix.firewalld:
e: http
permanent: true
state: enabled
immediate: true

en HTTPS Fire
six.fi

F yes
state: enabled
immediate: yes

7/html
[ecZ-user@control rhce-projectls I

Figure 2.14: HTTPS Virtual Host Template

[ec2—-user@control rhce—-project] vi roles/apache/templates/ssl.conf.j2
[ec2—userfcontrol rhece-project]$ cat roles/apache/templates/ssl.conf.]j2
<VirtualHost *:443>

ServerName {{ server name }}

DocumentRoot {{ do:ument_:oot 1}

SSLEngine on

SSLCertificateFile /etc/pki/tls/certs/server.crt
LCertificateReyFile /etc/pki/tls/private/server.key

</VirtualHost>
[ec2-userfcontrol rhce-project]s I




Figure 2.15: Generated HTTPS Virtual Host Configuration

cat / /ht nft sl.conf

SLEngine on

Figure 2.16: SSL Certificate Verification

t -text

Figure 2.17: HTTPS Website Verification
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Task 03 - Database Server

MariaDB was installed and configured automatically using Ansible. A database and
database user were created with the required privileges, and the database server was
secured by removing the test database and anonymous users.

Step 01: Install and Configure MariaDB

Implementation Overview

Install MariaDB Server.

Enable and start the MariaDB service.
Install the required Python MySQL library.
Verify the MariaDB service.

Figure 3.1: MariaDB Installation Tasks (roles/mariadb/tasks/main.yml)

Figure 3.2: Successful MariaDB Playbook Execution




Figure 3.3: MariaDB Service Status (systemctl status mariadb)

ce — MariaDB 10.11 d

Step 02: Create Database and Database User

The MariaDB database server was configured by creating a dedicated database and
database user with the required privileges. The server was also secured by removing
the default test database and anonymous users using Ansible.

Implementation Overview

Remove anonymous users.

Remove the default test database.

Remove test database privileges.

Create the application database (rhcedb).
Create the database user (rhceuser).

Grant the required database privileges.

Verify the database configuration and security.

Figure 3.4: Database Creation and Security Tasks

The following screenshot shows the Ansible tasks used to configure the MariaDB
server, including database creation, user creation, privilege assignment, and database
security.



ib/tasks/main.yml
adb/tasks/main.yml

name: Install

dnf:
name: mariadb-server
state: present

name: Install PyMySQL
dnf:
name: python3-PyMySQL
state: present

name: Enable Mar

state: started

login_unix_socket: /var/lil

test
absent
login unix socket:

name: Remove test p

login unix_s : /var/lib/mysqg

name: Create Database
community.mys
name "
state: present
login_unix_socket:

login unix socket:
:2-user

[ec. ~1% sudo mysqgl
Welcome to the MariaDB monitor. Commands end with ; or \g.
Your MariaDB connection id is 20

Server version: 10.11.18-MariaDB MariaDB Server
Copyright (c) 2000, 2018, Oracle, MariaDB Corporation Ab and others.

Type 'help;' or '"\h' for help. Type '\c' to clear the current input statement.

rmance_schema
cedb

[ (none)]> SELECT User, Host FROM mysq

rows in set

0.001 sec)




Figure 3.6: Verification of Database User Privileges

Task 04 - Network File Sharing (NFS)

An NFS server was configured using Ansible to share a common directory. The shared
directory was mounted on the web servers, enabling centralized file sharing.

Implementation Overview

Install NFS utilities.

Enable and start the NFS service.

Create the shared directory.

Configure NFS exports.

Export the shared directory.

Mount the NFS share on the web servers.
Verify the mounted shared directory.

Figure 4.1: Ansible Tasks for NFS Server Configuration




Figure 4.2: Successful Execution of the NFS Playbook

Figure 4.4: Verification of the Mounted NFS Share

# mount | grep nfs or #df-h




If i created a test file on the file server: # sudo touch /shared/test.txt

sudo touch /shared/test.txt

then on web1: # Is /shared

The NFS server was successfully configured, and the shared directory was mounted
and verified on the web server

Task 05: Security Hardening

System security was enhanced by configuring SELinux, managing firewall rules with
Firewalld, implementing SSH key-based authentication, and disabling direct root login.

Implementation Overview

Configure SELinux.

Configure Firewalld.

Configure SSH key-based authentication.
Disable direct root login.

Verify the security configuration.

Figure 5.1: Ansible Tasks for Security Hardening




Figure 5.2: Verification of the SELinux status.

The following screenshot verifies that SELinux is running in Enforcing mode on the
managed node.

client http https ssh

Figure 5.4: Verification of Disabled Root Login (grep PermitRootLogin
/etc/ssh/sshd_config)

# Authentication:




Task 06 - Load Balancing

HAProxy was configured as a load balancer to distribute incoming HTTP requests
across multiple Apache web servers, improving availability and reliability.

Implementation Overview
[
[ ]
[ ]
[ ]
[ ]

Figure 6.1: Ansible tasks for HAProxy configuration
(roles/haproxy/tasks/main.yml)

Install HAProxy.

Configure backend web servers.
Configure frontend listener.

Enable and start the HAProxy service.
Verify load balancing.




Figure 6.2: HAProxy configuration (haproxy.cfq)

Figure 6.4: Verification of the HAProxy service (systemctl status
haproxy)




Figure 6.5: Verification of load balancing through the HAProxy IP or DNS in
a web browser
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Task 07. Monitoring & Logging

Monitoring and logging were implemented to monitor the health and performance of all
managed nodes. Prometheus collects system metrics from Node Exporter, Grafana
visualizes the collected metrics through dashboards, and rsyslog provides centralized
system logging.

Step 01: Configure Node Exporter

Implementation Overview

Create the Node Exporter Ansible role.
Install the Node Exporter binary.

Configure the systemd service.

Enable and start the Node Exporter service.
Open port 9100 in the firewall.



Figure 7.1: Ansible tasks for Node Exporter installation
(roles/node_exporter/tasks/main.yml)




Figure 7.3: Verification of the Node Exporter service (systemctl status
node_exporter) and port 9100 listening.

(shows Active: active (running) on all servers)

# ss -tulpn | grep 9100 or # firewall-cmd --list-ports




Step 02: Configure Prometheus

Implementation Overview
[ J
[ ]
[ J
[ J
[ J

Figure 7.4: Prometheus configuration (prometheus.yml).

Install Prometheus.

Configure prometheus.yml.

Configure Prometheus as a systemd service.
Start the Prometheus service.

Configure all managed nodes as scrape targets.

Figure 7.5: Verification of the Prometheus service (systemctl status
prometheus).




Figure 7.6: Prometheus Targets page showing all monitored nodes in the
UP state.
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Step 03: Configure Grafana

Implementation Overview

Install Grafana.

Start the Grafana service.

Configure Prometheus as the data source.
Import the Node Exporter dashboard.
Visualize server metrics.

Figure 7.7: Successful Prometheus data source connection (Save & Test).

The following screenshot confirms that Grafana was successfully connected to the
Prometheus server using the configured data source.
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Figure 7.8: Grafana Node Exporter dashboard displaying system metrics.

The following screenshot displays the Grafana Node Exporter dashboard, which
visualizes CPU, memory, disk, and other system metrics collected from the monitored

nodes.

9 Grafana Dashboards

Datasource = prometheus Job || database

Nodename ©  webl Instance | 172.31.46.87:9100

88 Dashboards ~ Quick CPU / Mem [ Disk

v Basic CPU / Mem [ Net / Disk

CPU Basic

12:00 16:00

20:00

« (@ Last24hours v » Q fff- Cancel 1m v

& GitHub | | f Grafana

Memory Basic

00:00



Step 04: Configure Centralized Logging (rsyslog)

Implementation Overview

Install and enable rsyslog.
Configure the rsyslog server.
Configure remote logging.
Restart the rsyslog service.
Verify the logging service.

Figure 7.9: Ansible tasks for rsyslog configuration
(roles/rsyslog/tasks/main.yml).

Figure 7.10: Verification of the rsyslog service (systemctl status
rsyslog).

(END)



Figure 7.10: Verification of Centralized Logging

( sudo tail -f /var/log/messages )

Monitoring and centralized logging were successfully implemented. Node Exporter
collected system metrics from all managed nodes, Prometheus monitored the targets
successfully, Grafana visualized the collected metrics through dashboards, and rsyslog
provided centralized logging for system events.

Task 08 - Cron Jobs & Maintenance

Automated backup tasks were configured using Ansible and scheduled with cron to
ensure regular backups of the website files and MariaDB database.

Step 01: Automate Website and Database Backups

Implementation Overview

e Create website and database backup tasks.

e Store backup archives in the /backup directory.
e Automate the backup process using Ansible.

e Verify the generated backup archives.

Figure 8.1: Ansible Tasks for Website and Database Backup

(roles/backup/tasks/main.yml)



Figure 8.2: Verification of Website and Database Backup Archives




Step 02: Schedule Backups Using Cron

The backup playbook was scheduled using cron on the control node to automate
periodic backups of the website and database.

Implementation Overview

e Create a dedicated backup playbook.
e Schedule the backup playbook using cron.
e Verify the cron configuration.

Figure 8.4: Backup playbook (playbooks/backup.yml).

This means:

Every day
At 2:00 AM
Run the backup playbook

Save the output to /var/log/backup.log

Cron jobs were configured to automate the execution of backup tasks at scheduled
intervals, ensuring regular backups of the website files and database without manual

intervention.



Challenges Faced

During the project implementation, several challenges were encountered:

Configuring Ansible roles correctly.

Troubleshooting SSH connectivity between the control node and managed
nodes.

Configuring NFS server and client communication.

Debugging HAProxy backend connectivity.

Configuring Prometheus monitoring and Node Exporter.

Automating backup and cron scheduling.

Learning Outcomes

Through this project, the following skills were gained:

Infrastructure automation using Ansible.

Linux server administration.

Apache web server deployment.

MariaDB administration.

NFS configuration.

Security hardening using SELinux and Firewalld.
Load balancing using HAProxy.

Monitoring with Prometheus and Grafana.
Centralized logging using rsyslog.

Backup automation and cron scheduling.

Project Summary

The RHCE Capstone Project successfully automated the deployment and
management of an enterprise Linux infrastructure using Ansible. Multiple services
including Apache, MariaDB, NFS, HAProxy, security hardening, user management,
monitoring, and backup automation were configured consistently across all
managed nodes.

Conclusion



This RHCE Capstone Project successfully demonstrated the automation and
management of a complete Linux server infrastructure using Ansible. The project
included web server deployment, database configuration, network file sharing,
security hardening, load balancing, monitoring, centralized logging, and automated
backup management. The implementation reduced manual effort, improved
consistency, and demonstrated the practical application of Red Hat Enterprise Linux
administration and infrastructure automation concepts.

GitHub Repository

The complete source code, Ansible playbooks, roles, configuration files, and project
documentation are available in the GitHub repository.

Repository:

https://github.com/nandusivadas/RHCE-Capstone-Project.qgit
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