
Astra Linux Troubleshooting Challenge 

Project Overview 
This project focuses on diagnosing and recovering an Astra Linux system that failed to 
boot due to a missing GRUB configuration file. The recovery process involved 
identifying the root cause, manually booting the operating system from the GRUB shell, 
restoring bootloader functionality, and verifying successful system recovery. 

Objective 
●​ Identify the cause of the Astra Linux boot failure. 
●​ Recover the operating system from the GRUB command line. 
●​ Restore normal boot functionality by recreating the GRUB configuration. 
●​ Verify successful recovery by accessing the required file /root/abc.sh. 

Prerequisites 
●​ Astra Linux Virtual Machine 
●​ VMware Workstation 
●​ Basic Linux Administration Knowledge 
●​ Access to GRUB Command Line 
●​ Root User Credentials 

Issue Description  
When the Astra Linux virtual machine was powered on, the operating system failed to 
boot normally and stopped at the GRUB command prompt instead of loading the login 
screen. 

The system displayed: grub> 

This indicated that the bootloader could not locate the required boot configuration 
needed to start the operating system. 

System Failure Observation  
The screenshot below shows the Astra Linux system entering the GRUB command-line 
interface during startup. This behavior confirmed that the normal boot process had 
failed and further investigation was required to identify and resolve the issue. 

 



 

 

Understanding the Linux Boot Process 

The Linux boot process follows these stages: 

1.​ BIOS/UEFI Initialization 
2.​ GRUB Bootloader Execution 
3.​ Linux Kernel Loading 
4.​ Initramfs Loading 
5.​ Systemd Service Initialization 
6.​ User Login Screen 

Since the GRUB configuration file was missing, the system could not proceed beyond 
the bootloader stage and entered the GRUB command prompt 

Step 1: List Available Disks  

 



 

                   # ls 

➔​ Displays available disks and partitions detected by GRUB.  

Step 2: Inspect the Partition 

 
                  # ls (hd0,msdos1)/  
➔​ Displays the contents of the partition and confirms that it contains the Linux 

filesystem.  
 

Step 3: Verify Filesystem Information 

 
                   # cat (hd0,msdos1)/etc/fstab  
➔​ Reads the fstab file to obtain the root filesystem UUID  

 
 



 

 Step 4: Check GRUB Files  

 
                       # cat (hd0,msdos1)/boot/grub2/grub.cfg  
                 (Verifies whether the GRUB configuration file exists) 
➔​ The normal grub.cfg file was missing. 

 

 
                       # ls (hd0,msdos1)/boot/grub2/  
➔​ Lists files available inside the GRUB directory 

 

Step 5: Check Loader Entries  

 
               # ls (hd0,msdos1)/boot/loader/              

 
               # ls (hd0,msdos1)/boot/loader/entries/  

➔​ Identifies installed kernel versions and boot entries. .  

Root Cause Analysis 
The boot failure occurred because the GRUB configuration file 
(/boot/grub2/grub.cfg) was missing from the system. During startup, GRUB relies 
on this file to identify installed operating systems, available kernels, and boot 
parameters. 

Since the configuration file was unavailable, GRUB could not locate the operating 
system and therefore entered the GRUB command-line interface (grub>), preventing 
the normal boot process. 



 

Recovery Procedure 
 
Step 6 - Manually Load Linux Kernel   

 
# linux (hd0,msdos1)/boot/vmlinuz-5.14.0-611.5.1.el9_7.x86_64 root=UUID=<UUID> ro 
➔​ Loads the Linux kernel manually.  

 

Step 7 - Load Initial RAM Disk  

 
# initrd (hd0,msdos1)/boot/initramfs-5.14.0-611.5.1.el9_7.x86_64.img  
➔​ Loads the initramfs image required for booting.  

 
 

Step 8 - Boot the Operating System   

 
                       # boot  
 
➔​ Starts the operating system using the manually loaded kernel and initramfs.  



 

Step 9 - Login Verification  

 

Verification 

●​ Astra Linux started successfully. 
●​ System services loaded correctly. 
●​ Login screen appeared. 

This confirmed that the operating system had been recovered successfully. 

Step 10 - Root Access Verification 

 



 

➔​ Obtained administrative privileges.   

Step 11 - Accessing Required File  

 

                   # ls -l /root/abc.sh        # cat /root/abc.sh  

➔​Displays the contents of the required file.  

Permanent Solution  
 Step 12 - Verify Missing GRUB Configuration 

 

                       # ls -l /boot/grub2/grub.cfg         
➔​ The GRUB configuration file was missing. This was the reason the system 

stopped at the grub> prompt during boot. 

Step 13 - Regenerate GRUB Configuration 

  



 

               # grub2-mkconfig -o /boot/grub2/grub.cfg  

➔​ This command recreates the missing GRUB configuration file and restores 
normal boot functionality  

Step 14 - Verify GRUB Configuration Creation  

 
               # ls -l /boot/grub2/grub.cfg  

➔​ The GRUB configuration file was successfully recreated.  
 
Step 15 - Reboot the System  

 
               # boot 
➔​ Restart the system to verify that it boots automatically without manual GRUB 

commands.  

 

 



 

Step 16 - Boot Verification 
After rebooting: 

●​ The system loaded normally. 
●​ Kernel boot messages appeared. 
●​ System services started successfully. 
●​ Login prompt appeared automatically. 

This confirmed that the permanent fix was successful. 

The boot issue occurred because the GRUB configuration file 
(/boot/grub2/grub.cfg) was missing. A new GRUB configuration file was 
generated using the grub2-mkconfig command. After rebooting, the system booted 
normally, confirming that the issue was fixed successfully.  

 

Technical Skills Demonstrated 
●​ Linux Troubleshooting 
●​ GRUB Recovery 
●​ Filesystem Analysis 
●​ Kernel Boot Management 
●​ System Recovery 



 

●​ Root Cause Analysis 
●​ Linux Administration 
●​ Bootloader Configuration 

Project Outcome 
✓ Successfully identified the boot failure. 

✓ Located the missing GRUB configuration file. 

✓ Manually recovered the operating system. 

✓ Regenerated the GRUB configuration file. 

✓ Verified successful system reboot. 

✓ Accessed the required file (/root/abc.sh). 

✓ Restored the Astra Linux system to normal operation. 

Conclusion 
This project successfully demonstrated Linux troubleshooting, bootloader recovery, and 
system restoration skills. The Astra Linux system failed to boot due to a missing GRUB 
configuration file. The issue was identified by analyzing the filesystem and bootloader 
configuration from the GRUB shell. The system was recovered by manually loading the 
kernel and initramfs, and a permanent solution was implemented by regenerating the 
GRUB configuration file using the grub2-mkconfig command. After rebooting, the 
system started normally, user login was verified, and the required file /root/abc.sh was 
successfully accessed. All project objectives were completed successfully. 

                                                                          

                                                                          Submitted by; 

                                                                                        Name       : Nandu Sivadas 
                                                                                        Course     : Cloud & Devops 
                                                                                        Date         : 23/06/2026 
                                                                                        Institution : IPSR solutions Ltd 
                                                                                                           Kottayam 


	Project Overview 
	Objective 
	Prerequisites 
	Understanding the Linux Boot Process 
	 
	 
	Step 16 - Boot Verification 
	Technical Skills Demonstrated 

