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OBJECTIVE

O This project demonstrates end-to-end automation of AWS infrastructure
using Ansible. It covers provisioning, configuration management, software
installation, and web server setup. The automation code is version-controlled

with Git and can be reused to replicate the same environment in ancther

AWS region with minimal manual effort.
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Objective

The main objective of this project is to gain practical experience in AWS infrastructure
deployment and infrastructure automation using Ansible. The project aims to automate
software installation, web server configuration, content management, and server
administration while using Git for version control. It also demonstrates how an existing
automation project can be reused to recreate an identical environment in another AWS
region with minimal manual effort.
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Workflow Explanation
MISSION 1

ok =

o

7.
8.

Launch three AWS EC2 instances in the Mumbai Region.

Create the devops user and configure SSH key-based authentication.
Install Docker and Ansible Navigator on the Control Node.

Configure the Ansible project using the inventory and ansible.cfg files.
Create Ansible playbooks, roles, and Jinja2 templates to automate server
configuration.

Execute all playbooks using Ansible Navigator inside a Docker container.
Verify package installation, Apache configuration, and web server output.
Push the automation project to the GitHub repository.

MISSION 2

9.

Create a new AWS environment in the Hyderabad Region.

10.Clone the GitHub repository and update the inventory.
11. Re-execute all playbooks to recreate the infrastructure.
12. Verify the successful deployment on the new environment.

MISSION 1: Build and Configure an Ansible Automation Environment

Phase 1: Infrastructure Setup

Task 1: Create AWS Infrastructure

Requirements

1.

o~ owbd

Created three AWS EC2 instances in the Mumbai Region: one Control Node
(mumbai-control) and two Client Nodes (mumbai-client1 and mumbai-client2).
Create a user named devops on all machines.
Configure SSH key-based authentication for the devops user.
Use the following project directory on the control node: /home/devops/ansible
All Ansible playbooks must be executed using:

e Docker

e ansible-navigator

Step 01: Created three AWS EC2 instances in Mumbai Region

Control Node: mumbai-control | Client Nodes: mumbai-client 1, mumbai-client 2
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Step 02: Create a user named devops on all machines.

Created a devops user on all three EC2 instances and added it to the wheel group to
grant sudo privileges.

Control Node

P ec2-user@ip-172-31-43-21




Step 2: Configure SSH Key-Based Authentication

Configured SSH key-based authentication for the devops user to enable passwordless
communication between the Control Node and Client Nodes.

In Control Node

e Generated an SSH key pair on the Control Node.
e Copied the public key to both Client Nodes.

In Client Node -1 & 2

e Creating authorized_keys and setting permissions

Verify passwordless SSH connectivity from the Control Node to the Client
Node using SSH.



From Control Node - # ssh devops@<public ip_Client 1>

=> Successful SSH login to Client Node 1

From Control Node - # ssh devops@<public ip_Client 2>

- Successful SSH login to Client Node 2

Verified SSH connectivity successfully.

Step 3: Create the Ansible Project Directory




Step 4: Set Up the Ansible Execution Environment

1. Installed Docker on the Control Node. # Sudo dnf install docker -y

P devops@ip-172-31 ible [s} X

2. Ansible Navigator installed on Control Node (Install Python pip and Install
Ansible Navigator )

# sudo dnf install python3-pip -y
¢ |Installed Python pip, which is required to install Ansible Navigator. .
# pip3 install ansible-navigator

e Installed Ansible Navigator using pip3 to execute Ansible playbooks in the
required container-based environment.

3. Verified the Ansible Navigator installation.




Task 2: Install and Configure Ansible Environment

Requirements

1. Create the inventory file in the Ansible project directory.
e Add mumbai-client1 to the dev group.
e Add mumbai-client2 to the test group.
2. Create the ansible.cfg configuration file.
3. Verify connectivity between the Control Node and Client Nodes using Ansible.

Step 1: Create the Inventory File

Created the inventory file and added the client nodes to the dev and test groups with the
required SSH user.

214 ansible]$ I

Step 2: Configure the Ansible Configuration File

Configured the ansible.cfg file by specifying the inventory file and disabling host key

checking.

Step 3: Create the Ansible Test Playbook

Created a simple ping playbook to verify connectivity between the Control Node and the
Client Nodes.



Step 4: Configure Docker Permissions

Added the devops user to the docker group to allow Docker commands without
requiring root privileges.

Step 5: Verify Ansible Connectivity

Executed the ping playbook using Ansible Navigator and verified successful
communication with all managed nodes.

devops@ip-172-31-43 e a X




Task 3: Package Management Automation

Requirements

Create the packages.yml playbook in the Ansible project directory.
Install the mariadb and php packages on the dev and test groups.
Install the Development Tools package group on the dev group.
Update all installed packages on the dev group.

Verify successful playbook execution and package installation.

abrowbd =

Step 1: Create and Configure the Package Management Playbook

Create the packages.yml playbook in the Ansible project directory and configure it to:




: Install php

dnf

t
-43-214 ansible]s I

e Install mariadb and php on the dev and test groups.
e Install the Development Tools package group on the dev group.
e Update all packages on the dev group.

Step 2: Execute and Verify the Playbook

Run the playbook using Ansible Navigator to install and update the required packages
on the target nodes. Verify successful execution by checking the task results and the
final PLAY RECAP, ensuring all hosts completed successfully without failures.

Task 4: Create and Use Roles

Requirements

1. Create the Ansible role myrole in the project directory.
2. Configure the role to install and configure the Apache Web Server.
3. Create the index. j2 template to display the hosthame and IP address.



4. Create the myrole.yml playbook to execute the role.
Configure the playbook to run only on the test group.
6. Verify the web server deployment by accessing the web page using a browser or

curl.

o

Step 1: Configure the Ansible Role

Configure the myrole role by creating the tasks/main.yml file to install and start the
Apache web server, then deploy the web page using a Jinja2 template.

Step 2: Create the Jinja2 Template

Create the index. j2 template to display the hostname and IP address on the web
page.

Step 3: Create and Execute the Playbook

Create the myrole.yml playbook to execute the myrole role on the test group, then
run the playbook using Ansible Navigator.



Step 4: Verify the Deployment

Verify that the Apache web server is running and confirm the web page is accessible
using the curl command.

#curl http://localhost

S curl http://localhost

Task 5: Content Modification

Requirements

Create the issue.yml playbook in the Ansible project directory.
Modify the contents of the /etc/issue file.

. Set the content to "development" for the dev group.
. Set the content to "test" for the test group.
Verify the updated /etc/issue content on all target nodes.

R N


http://localhost

Step 1: Create the Playbook

Create the issue.yml playbook and configure it to update the /etc/issue file with
"development" for the dev group and "test" for the test group.

Step 2: Execute the Playbook

Run the issue.yml playbook using Ansible Navigator to apply the changes on the
target nodes and verify that the playbook executes successfully.




Step 3: Verify the Configuration

Verify the updated /etc/issue content on both the dev and test nodes using the cat
/etc/issue command.

Client 1 (dev) — (cat /etc/issue — development)

Task 6: Custom-Based Web Server

Requirements

Create the custom.yml playbook in the Ansible project directory.
Configure the Apache Web Server on the dev group.

Set the document root to /webdev.

Create a symbolic link from /webdev to /var/www/html.

Configure the web page to display the content "development”.
Verify the web page and confirm the displayed content.

o0k 0=~

Step 1: Create the Playbook

Create the custom.yml playbook to install and configure the Apache Web Server,
create the /webdev document root, add the web page content, and create a symbolic
link from /webdev to /var/www/html.



Step 2: Execute the Playbook

Run the custom.yml playbook using Ansible Navigator and verify that all tasks
complete successfully without errors.




Step 3: Verify the Web Server Configuration

Verify that the symbolic link is created, the web page content is available, and the
Apache Web Server is serving the page successfully.

# Is -Id /var/www/html
# cat /webdev/index.html
# systemctl status httpd

Task 7: Git Integration

Requirements

Configure the local Git repository.

Add the required Ansible files and role to the repository.

Commit the project files with an appropriate commit message.
Push the committed changes to the remote Git repository.

Verify the uploaded files and Git commit history in the repository.

aobkrownN-=

Step 1: Create and Configure the GitHub Repository

Initialize the local GitHub repository, add the required project files, and commit the
changes with an appropriate commit message.



# git commit -m "Initial Ansible Automation Project”

Creates a commit and saves the project changes to the local Git repository

Automation Pre
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Step 2: Push the Project to GitHub

Configure the remote repository and push the committed project files to the GitHub
repository.

# git push -u origin main

Pushes the committed project files from the local repository to the GitHub repository

Step 3: Verify the Repository

Verify the Git commit history and confirm that all project files have been uploaded
successfully to the GitHub repository.

# git log --oneline

Displays the Git commit history in a single-line format to verify the commit.
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Mission 1 Completion

Mission 1 was successfully completed by implementing all the required tasks and
verifying the expected outputs. The Ansible environment was configured successfully,
connectivity between the control node and client nodes was established, and all project
requirements were achieved.



MISSION 2 — Infrastructure Recreation Using Git

Phase 1: Create a New Environment

Requirements

1. Launch a new AWS environment in the Hyderabad Region.
. Create one control node and two client nodes.
3. Assign the required instance names:
o hyderabad-control
o hyderabad-client1
o hyderabad-client2
4. Create a user named clone on all machines.
5. Create the Ansible project directory at /home/clone/ansible

Step 1: Launch the AWS Environment

Launch one control node and two client nodes in the AWS Hyderabad Region using
the required naming convention.

aws ] HH Search [Alt+S] (D Ask Amazon Q B L @ B Asia Pacific (Hyderabad) ¥
e EC2 > Instances @ [}
a a
EC2 < Instances (9/9) info - ;amm”u"‘i:;: @ Connect ( Instance state ¥ )( Actions ¥ ) Launch instances ¥
- Saved filter sets
Dashboard | Choose filterset ¥ | | Q Find instance by attribute or tag (case-sensitive) | 1 ]
AWS Global View 12
Events | Name 2 v | Instance ID | Instancestate ¥ | Instancetype ¥ | Status check | Availability Zone ¥ | Publi
ontrol Node i- c| o Runnin t3.micro checks passec  ap-south-2a ecZ-

v Instances C | Nod i-01479cbb4c6c84642 g @ @ 3.mi 3/3 check: h-2 2-9
Instances Client 1 i-03337284a062e1439 @ Running @a t3.micro @ 3/3 checks passec  ap-south-2a ec2-1
Instance Types ient i-Oe a’la e a Runnini t3.micro checks passec  ap-south-2a ec2-

yp Client 2 i-0e7493a7a813ed2d g @Q 3.mi 3/3 check: h-2. 2-4
Launch Templates 4 >

— a
Spot Requests .
P a 9 instances selected @ v
Savings Plans
Ry d Inst; P
eserved Instances Monitoring
Dedicated Hosts —
Capacity Reservations O Alarm o [3h 1d 1w 1h B | UTCtimezone v | @ Explore related :
recommendations  ~

¥ Images

AMIs

[ Cloudshell  Feedback [ Console Mobile App ©2026,/ eb Services, Inc. or its affiliates.  Privacy  Terms  Cookie preferences

Step 2: Create the clone User

Create the clone user on the control node and both client nodes, then add the user
to the wheel group for administrative privileges. Verify the user creation using the id
clone command.



ec2-user@ip-172-31-6-12%:~

amazon—linux

Step 3: Configure Passwordless SSH Authentication

Generate an SSH key pair on the control node and configure passwordless SSH access
to both client nodes.

In Control Node:

# ssh-keygen

Step 4: Configure SSH Authentication on Client Nodes

Create the . ssh directory and configure the authorized_keys file on the client nodes
to enable passwordless SSH authentication.



Amazon Linux

Step 5: Create the Ansible Project Directory

Create the project directory /home/clone/ansible on the control node.

Phase 2: Clone Existing Automation Project

Requirements

Clone the Git repository into the Ansible project directory.
Update the inventory file to match the new environment.
Verify SSH connectivity between the control node and client nodes.
Execute all Ansible playbooks using Ansible Navigator.
Verify the successful execution of all playbooks:
o packages.yml

aobkrownN=

o myrole.yml
o issue.yml



o custom.yml

Step 1: Configure Docker Environment

Installed Docker on the control node, enabled and started the Docker service, and
verified that it was running successfully to support the Ansible Execution Environment.
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Step 2: Install and Verify Ansible

Installed Ansible and Ansible Navigator on the control node and verified the installation

Step 3: Clone the Automation Project

Cloned the Git repository into the /home/clone/ansible project directory.




Step 4: Configure the Inventory File

Updated the Ansible inventory file with the hostnames and IP addresses of the client
nodes.

clientl an

Step 5: Verify SSH Connectivity

Verified passwordless SSH connectivity between the control node and the client nodes
using the Ansible ping playbook.

P nsible a x

IR R R E




Step 6: Execute the Required Playbooks

Executed the required Ansible playbooks to configure the client nodes and install the
necessary packages.

Step 7: Deploy the Apache Web Server

Executed the Ansible role to install and configure the Apache web server on the target
node.




Step 8: Verify the Web Server Output

Verified the successful deployment by accessing the web application through a web
browser.

~ ) nandusivadas/Ansible-Automa' X [ Instances | EC2 | ap-south-2 x @ 401022116 x @ ien261172 x |+ $ Ask Gemini = a x

€« C A Notsecure 40.1922.116 w @&
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Welcome to hyderabad-client2

Managed by Ansible Role

Mission 2 Completion

Mission 2 was successfully completed by cloning the automation project, configuring the
inventory, verifying SSH connectivity, and executing all required Ansible playbooks
using Ansible Navigator. The Apache web server was deployed successfully, and the
web application outputs were verified on the client nodes, confirming that all project
requirements were achieved.

Project Outcome

The project successfully automated the configuration and management of multiple Linux
servers using Ansible. All required playbooks and roles were executed successfully, and
the expected outputs were verified on the target systems.




Conclusion

The Ansible Automation Project was completed successfully by setting up the control
node, configuring passwordless SSH communication, creating and executing
playbooks, and deploying web server configurations using Ansible roles. The project
demonstrated how automation simplifies system administration by reducing manual
effort and ensuring consistent configuration across multiple servers.

Skills Gained

AWS EC2 Instance Management
Linux User Administration

SSH Key-Based Authentication
Git and GitHub

Docker

Ansible

Ansible Navigator

Ansible Playbooks

Ansible Roles

Apache Web Server Deployment

Verification Summary

Task Status

AWS Environment Created Q Completed
Control Node Configured o Completed
Client Nodes Configured ° Completed
SSH Connectivity Verified o Completed
Git Repository Cloned Q Completed
Playbooks Executed o Completed
Apache Deployment Q Completed
Web Server Verified ° Completed




GitHub Repository

Repository URL:

The complete source code, configuration files, documentation, and project resources
are available in the GitHub repository.

References

AWS Documentation
Ansible Documentation
Docker Documentation
Git Documentation



https://github.com/nandusivadas/AWS-Infrastructure-Automation-using-Ansible
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